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Privacy Policy
Introduction

With the following data protection declaration, we would like to inform you about the types of your personal data
(hereinafter also referred to as "data" for short) that we process, for what purposes and to what extent. The Privacy
Policy applies to all processing of personal data carried out by us, both in the context of providing our services and,
in particular, on our websites, in mobile applications and within external online presences, such as our social media
profiles (hereinafter collectively referred to as "Online Offerings").

The terms used are not gender-specific.
Status: January 19, 2022
Overview of processing operations

The following overview summarizes the types of data processed and the purposes of their processing and refers to
the data subjects.

Types of data processed

e Inventory data

e Contact data

e Content data

e Usage data

e Meta-/communication data

Categories of persons concerned

e  Communication partners
e Users

Purposes of processing

e  Provision of contractual services and customer service
e Contact requests and communication

e Feedback

e Marketing

e Provision of our online offer and user friendliness

Relevant legal basis

The following is an overview of the legal basis of the GDPR on the basis of which we process personal data. Please
note that in addition to the provisions of the GDPR, national data protection regulations may apply in your or our
country of residence or domicile. Furthermore, should more specific legal bases be relevant in individual cases, we
will inform you of these in the data protection declaration.

e Contract performance and pre-contractual requests (Art. 6 para. 1 p. 1 lit. b. DSGVO): The processing is
necessary for the performance of a contract to which the data subject is a party or for the performance of
pre-contractual measures which are carried out at the request of the data subject.
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e Legal obligation (Art. 6 para. 1 p. 1 lit. c. DSGVO): Processing is necessary for compliance with a legal
obligation to which the controller is subject.

e Legitimate interests (Art. 6 para. 1 p. 1 lit. f. DSGVO): Processing is necessary for the purposes of the
legitimate interests of the controller or a third party, unless such interests are overridden by the interests
or fundamental rights and freedoms of the data subject which require the protection of personal data.

Security measures

We take appropriate technical and organizational measures in accordance with the legal requirements, considering
the state of the art, the implementation costs and the nature, scope, circumstances and purposes of the processing,
as well as the different probabilities of occurrence and the extent of the threat to the rights and freedoms of natural
persons, in order to ensure a level of protection appropriate to the risk.

The measures include, in particular, safeguarding the confidentiality, integrity and availability of data by controlling
physical and electronic access to the data as well as access to, input of, disclosure of, assurance of availability of and
segregation of the data. Furthermore, we have established procedures to ensure the exercise of data subjects'
rights, the deletion of data, and responses to data compromise. Furthermore, we already take the protection of
personal data into account during the development or selection of hardware, software as well as procedures in
accordance with the principle of data protection, through technology design and through data protection-friendly
default settings.

SSL encryption (https): In order to protect your data transmitted via our online offer, we use SSL encryption. You
can recognize such encrypted connections by the prefix https:// in the address line of your browser.

Deletion of data

The data processed by us will be deleted in accordance with the legal requirements as soon as their consents
permitted for processing are revoked or other permissions cease to apply (e.g. if the purpose of processing this data
has ceased to apply or it is not required for the purpose).

If the data are not deleted because they are required for other and legally permissible purposes, their processing
will be limited to these purposes. That is, the data is blocked and not processed for other purposes. This applies, for
example, to data that must be retained for reasons of commercial or tax law or whose storage is necessary for the
assertion, exercise or defence of legal claims or for the protection of the rights of another natural or legal person.

Our data protection notices may also contain further information on the retention and deletion of data, which shall
have priority for the respective processing operations.

Provision of the online offer and web hosting

In order to provide our online offer securely and efficiently, we use the services of one or more web hosting
providers from whose servers (or servers managed by them) the online offer can be accessed. For these purposes,
we may use infrastructure and platform services, computing capacity, storage space and database services, as well
as security services and technical maintenance services.

The data processed as part of the provision of the hosting offer may include all information relating to the users of
our online offer, which is generated as part of the use and communication. This regularly includes the IP address,
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which is necessary to deliver the content of online offers to browsers, and all entries made within our online offer
or from websites.

e Types of data processed: Content data (e.g. entries in online forms); Usage data (e.g. web pages visited,
interest in content, access times); Meta/communication data (e.g. device information, IP addresses).

e Persons concerned: Users (e.g. website visitors, users of online services).

e Purposes of processing: Provision of our online offer and user-friendliness.

e Legal grounds: Legitimate interests (Art. 6 para. 1 p. 1 lit. f. DSGVO).

Further notes on processing processes, procedures and services:

e Collection of access data and log files: We ourselves (or our web hosting provider) collect data on each
access to the server (so-called server log files). The server log files may include the address and name of the
web pages and files accessed, the date and time of access, the volume of data transferred, notification of
successful access, browser type and version, the user's operating system, referrer URL (the previously
visited page) and, as a rule, IP addresses and the requesting provider. The server log files may be used on
the one hand for security purposes, e.g., to prevent server overload (especially in the event of abusive
attacks, so-called DDoS attacks) and on the other hand, to ensure the utilization of the servers and their
stability.

Contact and inquiry management

When contacting us (e.g. via contact form, email, telephone or via social media) as well as in the context of existing
user and business relationships, the information of the inquiring persons is processed to the extent necessary to
respond to the contact requests and any requested measures.

The response to the contact inquiries as well as the management of contact and inquiry data in the context of
contractual or pre-contractual relationships is carried out to fulfil our contractual obligations or to respond to
(pre)contractual inquiries and otherwise on the basis of legitimate interests in responding to the inquiries and
maintaining user or business relationships.

e Types of data processed: Inventory data (e.g. names, addresses); contact data (e.g. e-mail, telephone
numbers); content data (e.g. entries in online forms).

e Persons concerned: Communication partners.

e Purposes of processing: Contact requests and communication; provision of contractual services and
customer service.

e Legal basis: Contract performance and pre-contractual inquiries (Art. 6 para. 1 p. 1 lit. b. DSGVO);
Legitimate interests (Art. 6 para. 1 p. 1 lit. f. DSGVO); Legal obligation (Art. 6 para. 1 p. 1 lit. c. DSGVO).

Further notes on processing operations, procedures and services:

e Contact form: If users contact us via our contact form, e-mail or other communication channels, we process
the data communicated to us in this context for the purpose of processing the communicated request. For
this purpose, we process personal data in the context of pre-contractual and contractual business
relationships, insofar as this is necessary for their fulfilment, and otherwise on the basis of our legitimate
interests as well as the interests of the communication partners in responding to the requests and our
statutory retention obligations.
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Presence in social networks (social media)

We maintain online presences within social networks and process user data in this context in order to communicate
with users active there or to offer information about us.

We would like to point out that user data may be processed outside the European Union. This may result in risks for
the users because, for example, it could make it more difficult to enforce the rights of the users.

Furthermore, user data is usually processed within social networks for market research and advertising purposes.
For example, usage profiles can be created based on the usage behaviour and resulting interests of the users. The
usage profiles can in turn be used, for example, to place advertisements within and outside the networks that
presumably correspond to the interests of the users. For these purposes, cookies are usually stored on the users'
computers, in which the usage behaviour and the interests of the users are stored. Furthermore, data independent
of the devices used by the users may also be stored in the usage profiles (especially if the users are members of the
respective platforms and are logged in to them).

For a detailed presentation of the respective forms of processing and the options to object (opt-out), we refer to
the data protection declarations and information provided by the operators of the respective networks.

In the case of requests for information and the assertion of data subject rights, we would also like to point out that
these can be asserted most effectively with the providers. Only the providers have access to the users' data and can
take appropriate measures and provide information directly. If you still need help, you can contact us.

e Types of data processed: Contact data (e.g. e-mail, telephone numbers); content data (e.g. entries in online
forms); usage data (e.g. websites visited, interest in content, access times); meta/communication data (e.g.
device information, IP addresses).

e Persons concerned: Users (e.g. website visitors, users of online services).

e Purposes of processing: Contact requests and communication; feedback (e.g. collecting feedback via online
form); marketing.

o Legal basis: Legitimate interests (Art. 6 para. 1 p. 1 lit. f. DSGVO).

Further information on processing processes, procedures and services:

o LinkedIn: Social network; Service provider: LinkedIn Ireland Unlimited Company, Wilton Place, Dublin 2,
Ireland; Website: https://www.linkedin.com; Privacy policy: https://www.linkedin.com/legal/privacy-
policy; Standard contractual clauses (ensuring level of data protection for processing in third countries):
https://legal.linkedin.com/dpa; Opt-out: https://www.linkedin.com/psettings/guest-
controls/retargeting-opt-out; Order processing contract: https://legal.linkedin.com/dpa.

Amendment and updating of the data protection declaration

We ask you to regularly inform yourself about the content of our data protection declaration. We adapt the data
protection declaration as soon as the changes in the data processing carried out by us make this necessary. We will
inform you as soon as the changes require an act of cooperation on your part (e.g. consent) or other individual
notification.

Where we provide addresses and contact details of companies and organisations in this privacy statement, please
note that the addresses may change over time and please check the details before contacting us.
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Rights of persons concerned

As a data subject, you are entitled to various rights under the GDPR, which arise in particular from Articles 15 to 21
of the GDPR:

e Right of objection: you have the right to object at any time, on grounds relating to your particular situation,
to the processing of personal data concerning you which is carried out on the basis of Art. 6(1)(e) or (f)
DSGVO; this also applies to profiling based on these provisions. If the personal data concerning you is
processed for the purpose of direct marketing, you have the right to object at any time to the processing of
personal data concerning you for the purpose of such marketing; this also applies to profiling insofar as it is
related to such direct marketing.

e Right to withdraw consent: You have the right to revoke any consent given at any time.

e Right to information: You have the right to request confirmation as to whether data in question is being
processed and to information about this data as well as further information and a copy of the data in
accordance with the legal requirements.

e Right to rectification: You have the right, in accordance with the law, to request that data concerning you
be completed or that inaccurate data concerning you be rectified.

e Right to erasure and restriction of processing: You have the right, in accordance with the law, to request
that data concerning you be erased without delay or, alternatively, to request restriction of the processing
of the data in accordance with the law.

e Right to data portability: You have the right to receive data concerning you, which you have provided to us,
in a structured, common and machine-readable format in accordance with the legal requirements, or to
demand that it be transferred to another person responsible.

e Complaint to a supervisory authority: Without prejudice to any other administrative or judicial remedy,
you have the right to lodge a complaint with a supervisory authority, in particular in the Member State of
your habitual residence, place of work or place of the alleged infringement, if you consider that the
processing of personal data relating to you infringes the requirements of the GDPR.

Definitions

This section provides you with an overview of the terms used in this Privacy Notice. Many of the terms are taken
from the law and defined primarily in Art. 4 of the GDPR. The legal definitions are binding. The following
explanations, on the other hand, are primarily intended to help you understand them. The terms are sorted
alphabetically.

e Personal data: "Personal data" means any information relating to an identified or identifiable natural
person (hereinafter "data subject"); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier (e.g. cookie) or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.

e Processing: "Processing" means any operation or set of operations which is performed upon personal data,
whether or not by automatic means. The term is broad and encompasses virtually any handling of data, be
it collection, analysis, storage, transmission or erasure.



